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Overview of Policy 

 

The e-Safety Policy is part of the Ysgol Y Grango School Development Plan and relates to other policies 

including those for ICT, Anti-Bullying and for Child Protection. It has been written by the school; building on 

the WCBC eSafety Policy and government guidance. 

It has been written and agreed by the school’s ICT Lead, Senior Leadership Team and approved by 

Governors. The Policy and its implementation will be reviewed annually. 

The designated DSP will also be the e-Safety Co-ordinator. 

This document can be viewed at https://www.grango.co.uk/ . A paper copy may be requested from the main 

school office. 

The Internet is an essential element in 21st Century life for education, business and social interaction.  Ysgol 

y Grango has a duty to provide pupils with high-quality Internet access as part of their learning experience.  

Internet use is a part of the statutory curriculum and a necessary learning tool for pupils. 

Although Internet use is supervised in school we have taken steps to block access to inappropriate material, 

you need to be aware that some pupils may find ways to access material which is inaccurate, defamatory, 

illegal or potentially offensive to some people. 

We believe that the benefits to pupils from access to the Internet, in the form of information resources and 

opportunities for collaboration, exceed any disadvantages. 

Technology is advancing rapidly and is now a large part of everyday life, education and business. However, 

it is important that all members of the school community are aware of the potential dangers of using the internet 

and understand the importance of using it appropriately. 

The School has a ‘duty of care’ towards any staff, pupils or members of the wider school community, to 

educate them in e-safety and this policy governs all individuals who are given access to the School’s IT 

systems. This could include staff, governors, volunteers and pupils. 

Parents and carers have a role for setting and conveying the standards that their children should follow when 

using media and information sources. 

Parents and carers also have a duty to ensure that their child uses the Internet responsibly for educational 

purposes when not in school.  This includes the use of Google Classrooms. 

This policy aims to be an aid in regulating IT activity in School, and providing members of the school community 

with a good understanding of appropriate IT use outside of school hours. 

E-safety does not just cover the Internet and available resources, but all different types of devices and 

platforms (e.g. Smartphone devices, wearable technology and other electronic communication technologies). 

These are accessible within the School for enhancing the curriculum, to challenge pupils, and to support 

creativity and independence. 

 

 

 
 
 
 
 
 
 

https://www.grango.co.uk/
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Roles and Responsibilities 
 

Ysgol Y Grango recognises that all members of the community have important roles and responsibilities to 

play with regards to e-Safety. 

 

Headteacher and Governing Body 

The Headteacher and Governing Body will: 

• ensure that e-Safety is viewed as a safeguarding issue and that practice is in line with national and 
local recommendations and requirements 

• ensure there are appropriate and up-to-date policies regarding e-Safety; including an Acceptable Use 
Policy, which covers acceptable use of technology 

• ensure that suitable and appropriate filtering and monitoring systems are in place and work with 
technical staff to monitor the safety and security of our systems and networks 

• ensure that e-Safety is embedded within a progressive curriculum, which enables all pupils to develop 
an age-appropriate understanding of e-Safety 

• ensure there are robust reporting channels for the community to access regarding e-Safety concerns, 
including internal, local and national support 

• audit and evaluate e-Safety practice to identify strengths and areas for improvement (360 safe Cymru) 
 

Designated Safeguarding Person (DSP) 

The DSP will: 

 act as a named point of contact on all online safeguarding issues and liaise with other members of 
staff or other agencies, as appropriate 

 to ensure e-Safety is recognised as part of the school’s safeguarding responsibilities and that a 
coordinated approach is implemented 

 ensure all members of staff receive regular, up-to-date and appropriate e-Safety training 

 access regular and appropriate training and support to ensure they understand the unique risks 
associated with e-Safety and have the relevant knowledge and up to date required to keep pupils 
safe online 

 access regular and appropriate training and support to ensure they recognise the additional risks 
that pupils with SEN and disabilities (SEND) face online 

 keep up-to-date with current research, legislation and trends regarding e-Safety and communicate 
this with the community, as appropriate 

 ensure that e-Safety is promoted to parents, carers and the wider community, through a variety of 
channels and approaches 

 maintain records of e-Safety concerns, as well as actions taken, as part of the school’s safeguarding 
recording mechanisms (My concern) 

 monitor e-Safety incidents to identify gaps and trends, and use this data to update the education 
response, policies and procedures (My Concern) 

 work with the ICT Lead to review and update e-Safety policies on a regular basis (at least annually) 
with stakeholder input 

 meet annually with the governor with a lead responsibility for safeguarding and online safety 
 

ICT Lead 

• audit and evaluate e-Safety practice to identify strengths and areas for improvement (360 safe 
Cymru) 

• deliver regular, up-to-date and appropriate e-Safety training 
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Staff Members 

It is the responsibility of all members of staff to: 

 read and adhere to the e-Safety policy and acceptable use policies 

 take responsibility for the security of school systems and the data they use or have access to 

 model good practice when using technology and maintain a professional level of conduct in their 
personal use of technology, both on and off site 

 embed e-Safety education in curriculum delivery, wherever possible 

 have an awareness of a range of e-Safety issues and how they may be experienced by the pupils 
in their care 

 identify e-Safety concerns and take appropriate action by following the school’s safeguarding 
policies and procedures 

 know when and how to escalate e-Safety issues, including signposting to appropriate support, 

internally and externally 

 take personal responsibility for professional development in this area 

 
It is the responsibility of staff managing the technical environment to: 

 provide technical support and perspective to the ICT Lead, DSP and Leadership Team, in the 
development and implementation of appropriate e-Safety policies and procedures 

 implement appropriate security measures as directed by the ICT Lead, DSP and Leadership Team, 
such as password policies and encryption, to ensure that the school’s IT infrastructure/system is 
secure and not open to misuse or malicious attack, whilst allowing learning opportunities to be 
maximised 

 ensure that the monitoring systems are applied and updated on a regular basis 

 ensure appropriate access and technical support is given to the ICT Lead and DSP to the filtering 
and monitoring systems, to enable them to take appropriate safeguarding action if/when required 

 
Pupils 

It is the responsibility of pupils (at a level appropriate to their age and ability) to: 

 engage in age appropriate e-Safety education opportunities 

 contribute to the development of e-Safety policies 

 read and adhere to the acceptable use policies 

 respect the feelings and rights of others both on and offline 

 take responsibility for keeping themselves and others safe online 

 seek help from a trusted adult, if there is a concern online, and support others that may be 
experiencing e-Safety issues 
 

Parents/Carers 

It is the responsibility of parents/carers to: 

 read the acceptable use policies and encourage their children to adhere to them 

 support the school’s e-Safety approaches by discussing e-Safety issues with their children and 
reinforcing appropriate and safe online behaviours at home 

 role model safe and appropriate use of technology and social media 

 identify changes in behaviour that could indicate that their child is at risk of harm online 

 seek help and support from the school, or other appropriate agencies, if they or their child encounter 
risk or concerns online 

 use school systems, such as Google classroom, safely and appropriately 

 take responsibility for their own awareness in relation to the risks and opportunities posed by new 
and emerging technologies 
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Parents can seek further guidance on keeping children safe online from the following organisations and 
websites: 

 What are the issues? – UK Safer Internet Centre 

 Hot topics – Childnet International 

 Parent resource sheet – Childnet International 

 Healthy relationships – Disrespect Nobody 

 https://hwb.gov.wales/zones/keeping-safe-online/ 
 
 

  

https://www.saferinternet.org.uk/advice-centre/parents-and-carers/what-are-issues
http://www.childnet.com/parents-and-carers/hot-topics
https://www.childnet.com/resources/parents-and-carers-resource-sheet
https://www.disrespectnobody.co.uk/
https://hwb.gov.wales/zones/keeping-safe-online/
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1. Teaching and Learning 

The Internet is an essential element in 21st century life for education, business and social interaction. 
The school has a duty to provide pupils with high-quality Internet access as part of their learning 
experience. Internet use is a part of the statutory curriculum and a necessary learning tool for staff 
and pupils. 

 
1.1 Internet use will enhance and extend learning 

 The school Internet access will be designed expressly for pupil use and will include 
filtering appropriate to the age of pupils. 

 Clear boundaries will be set for the appropriate use of the Internet and digital communications 
and discussed with staff and pupils. 

 Pupils will be educated in the effective use of the Internet in research, including the skills 
of knowledge location, retrieval and evaluation. 

 Promote safe and responsible internet use amongst pupils by: 
i) ensuring education regarding safe and responsible use precedes internet access. 
ii) reinforcing e-Safety messages whenever technology or the internet is in use. 
iii)  
 

 
1.2 Pupils will be taught how to evaluate Internet content 

 The school will ensure that the use of Internet derived materials by staff and by pupils complies 
with copyright law. 

 Pupils will be taught to be critically aware of the materials they read and shown how to 
validate information before accepting its accuracy. 

 
1.3 Vulnerable Pupils 

Ysgol Y Grango recognises that some pupils are more vulnerable online due to a range of factors. This 
may include, but is not limited to children in care, children with Special Educational Needs and 
Disabilities (SEND) or mental health needs, children with English as an additional language (EAL) and 
children experiencing trauma or loss. 
Ysgol Y Grango will ensure that differentiated and ability appropriate e-Safety education, access and 
support is provided to vulnerable pupils. 
 
1.4 Training and Engagement with staff 

At Ysgol Y Grango will: 

 provide and discuss the e-Safety policy and procedures with all members of staff as part 
of induction 

 provide up-to-date and appropriate e-Safety training, making use of the resources provided by 
Hwb (https://hwb.gov.wales/zones/keeping-safe-online/), for all staff on a regular basis, with at 
least annual updates - this will cover the potential risks posed to pupils (Content, Contact and 
Conduct) as well as our professional practice expectations 

 recognise the expertise staff build by undertaking safeguarding training and managing 
safeguarding concerns and provide opportunities for staff to contribute to and shape e-Safety 
policies and procedures 

 make staff aware that our IT systems are monitored, and that activity can be traced to individual 
users; staff will be reminded to behave professionally and in accordance with our policies 
when accessing our systems and devices 

 make staff aware that their online conduct outside of the setting, including personal use of 
social media, could have an impact on their professional role and reputation 

 highlight useful educational resources and tools which staff should use, according to the age 
and ability of the pupils 

 ensure all members of staff are aware of the procedures to follow regarding e-Safety 
concerns affecting pupils, colleagues or other members of the community 

 

https://hwb.gov.wales/zones/keeping-safe-online/
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2. Managing Internet Access 

 
2.1 Information system security 

 The school ICT system security will be reviewed regularly. 

 Virus protection will be installed and updated regularly. 

 Security strategies will be discussed with ICT Learning and Teaching Advisory Service and 
WCBC IS Department. 
 

2.2 E-mail 

2.2.1 Pupils 

 Pupils may only use WCBC approved e-mail accounts on the school system. 

 Pupils must immediately tell a teacher if they receive offensive e-mail. 

 In e-mail communication, pupils must not reveal their personal details or those of others, or 
arrange to meet anyone without specific permission. 

 Messages sent using the school’s e-mail system should not be considered private and the 
school reserves the right to monitor all email. 

 Incoming e-mail should be treated as suspicious and attachments not opened unless the 
author is known. 

 The school will consider how e-mail from pupils to external bodies is presented and controlled. 

 The forwarding of chain letters is not permitted. 

 

2.2.2 Staff 

 Staff should only use their school email accounts for school-related matters, including contact with 

other professionals, pupils, parents or carers. Personal email accounts should not be used to 

contact any of these people. 

 Emails sent externally from school email accounts should be professional and carefully written. 

Staff are representing the school at all times and should take this into account when entering into 

any email communications. 

 Emails sent internally should be equally as professional and courteous as those sent externally. 

Staff should not write anything to colleagues which they would not be happy to deliver face to face. 

 For any awkward, sensitive, easily misinterpreted situations or anything that may have legal 

repercussions, staff should have the content of their email checked carefully by a member of SLT. 

 Staff must tell their FTL or member of SLT if they receive any offensive, threatening or unsuitable 

emails either from within the school or from an external account. They should not attempt to deal 

with this themselves. 

 

 

2.3 Published content and the school web site 

 Staff or pupil personal contact information will not be published. The contact details given 
online will be the school office and the attendance officer. 

 The Headteacher or nominee will take overall editorial responsibility and ensure that 
published content is accurate and appropriate. 

 
2.4 Publishing pupils’ images and work 

 Photographs that include pupils will be selected carefully so that individual pupils cannot 
be identified or their image misused. 

 Pupils’ full names will not be used anywhere on a school Web site or other on-line 
space, particularly in association with photographs. 

 As part of the admission process, permission from parents or carers will be obtained, through 
completion of an online for, before photographs of pupils are published on the school web and 
social media sites. 

 Work can only be published with the permission of the pupil and parents/carers. 



9 | P a g e  

 

 
2.5 Social networking and personal publishing sites 

Parents and teachers should be aware that the internet has emerging on-line spaces and social 
networks which allow individuals to publish unmediated content. e.g. Snapchat, Instagram. 

 
Writing for an audience is important to language development and an essential life skill. However, 
students should be encouraged to be cautious about revealing too much personal information and 
about the difficulty of removing inappropriate text, images or other content once it is published. 
Some potential dangers of such technologies include: 

 Providers that do not supply any solid ownership or contact information for their sites 

 The dangers inherent when sites can be set up using a false name and e-mail address 
with no identity checking 

 The posting of anonymous comments that may be malicious 

 Sites that give safety of users a low priority 

 Sites that celebrate inappropriate and unacceptable behaviour 

 
In response the School will: 

 Filter access within school  

 Be proactive in educating students so that they have a good understanding of what it means 
to be a responsible and mature user of internet technologies 

 Explain to students the risks and how to get help should they need it 

 Discourage students from posting personal information about themselves and each other 

 Teach students to critically evaluate materials and learn good searching skills 

 Provide opportunities within a range of curriculum areas to teach about e-Safety 

 Provide parents and the school community with information relating to the safe use of 
computers and offer constructive advice on how to minimise risk to their children 

 Deal with any incidents relating to e-Safety via the Behaviour Policy 
 

2.6 Staff Personal Use of Social Media 

• The safe and responsible use of social networking, social media and personal publishing sites will 
be discussed with all members of staff as part of staff induction and will be revisited and 
communicated via regular staff training opportunities. 

 
• Safe and professional behaviour will be outlined for all members of staff (including volunteers) as 

part of our code of conduct/behaviour policy as part of acceptable use policies. 
 

Reputation 

• All members of staff are advised that their online conduct on social media can have an impact on 
their role and reputation within the school. 

 

• Civil, legal or disciplinary action may be taken if staff are found to bring the profession or institution 
into disrepute, or if something is felt to have undermined confidence in their professional abilities. 

 
• All members of staff are advised to safeguard themselves and their privacy when using social media 

sites. 
 

• Advice will be provided to staff via staff training and by sharing appropriate guidance and resources 
on a regular basis. This will include (but is not limited to): 

 Setting the privacy levels of their personal sites 

 Being aware of location sharing services 

 Opting out of public listings on social networking sites 

 Logging out of accounts after use 
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 Keeping passwords safe and confidential 

 Ensuring staff do not represent their personal views as that of the school 
 

• Members of staff are encouraged not to identify themselves as employees Ysgol Y Grango on their 
personal social networking accounts; this is to prevent information on these sites from being linked 
with the school, and to safeguard the privacy of staff members. 

 
• All members of staff are encouraged to carefully consider the information, including text and 

images, they share and post online and to ensure that their social media use is compatible with 
their professional role and is in accordance with our policies and the wider professional and legal 
framework. 

 
• Information and content that staff members have access to as part of their employment, including 

photos and personal information about pupils and their family members or colleagues will not be 
shared or discussed on social media sites. 

 
• Members of staff will notify the DSP and/or the Headteacher immediately if they consider that any 

content shared on social media sites conflicts with their role. 

 
Communicating with pupils and parents/carers 
 
All members of staff are advised not to communicate with or add as ‘friends’ any current or past pupils or 
their family members via any personal social media sites, applications or profiles.  

 
Staff will not use personal social media accounts to contact pupils or parents, nor should any contact be 
accepted, except in circumstance whereby prior approval has been given by the DSP and/or the 
Headteacher. 

 
Any communication from pupils and parents received on personal social media accounts will be reported 
to the DSP and/or The Headteacher. 

 

2.7 Managing filtering 

 The school will work in partnership with WCBC IS Department and the ICT Learning & 
Teaching Advisory Service to ensure that systems to protect pupils are reviewed and 
improved. 

 If staff or pupils come across unsuitable on-line materials, the web site address and a 
description of the inappropriateness of its content must be reported to the school’s e-Safety 
Coordinator and the person responsible for monitoring filtering. 

 If staff or pupils come across on-line material which is believed to be illegal (e.g. child 
pornography), the computer will be quarantined – its power removed and physically secured 
from tampering. Details will be reported immediately to the E-Safety co-ordinator and 
Headteacher and Wrexham IS department notified. Outside agencies such as the Police will 
be informed as appropriate. 

 The filtering service provided by the IS Department protects staff and pupil computers from 
viruses and intrusive material, e.g. spy-ware. To further protect staff and pupil computers a 
suitable anti virus product which is kept up-to-date is installed on all computers used for 
Internet access. 

 Senior staff will ensure that regular checks are made to ensure that the filtering methods 
selected are appropriate, effective and reasonable. 

 If a web site or part of a web site is blocked by the Internet security systems which the school 
believes staff and/or pupils should have access to, details of the web site and a description of 
why access is requested will be passed to the designated person in school responsible for 
reviewing the school’s filtering policy. 

 The school’s filtering strategy will be designed by educators to suit the age and curriculum 
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requirements of the pupils, advised by ICT advisers and Wrexham IS department. 

 
2.8 Managing videoconferencing & web cameras 

 Videoconferencing should use the educational broadband network to ensure guaranteed 
quality of service and security. 

 Pupils should ask permission from the supervising teacher before making or answering a 
videoconference call. 

 Any faults with Videoconferencing equipment should be reported to the IS Department 
Helpdesk who will assign an appropriate technician to resolve any faults. 

 Video conferences should be booked using the Janet Video Conferencing (JVCS) booking 
service to ensure that video conferences are not double booked. The JVCS will also 
transparently facilitate IP to ISDN conferences at no charge to the school. 

 Videoconferencing and web camera use will be appropriately supervised for the pupils’ age. 

 
2.9 Mobile Device Safety 
Mobile phone technology has advanced significantly over the last few years - and it continues to 
evolve. Wireless connections in particular have extended the capabilities of mobile phones, enabling 
access to a wide range of new content and services globally. Many phones now offer Internet and 
email access, alongside the most often standard functions of messaging, camera, video and sound 
recording. 
 
Mobile phones, alongside other forms of technology are changing the way and speed in which we 
communicate. They can provide security and reassurance; however there are also associated risks. 
Children and young people used to understand these risks in order to help them develop appropriate 
strategies for keeping themselves safe. As with e-safety issues generally, risks to children and young 
people can be broadly categorised under the headings of content, contact and conduct and managed 
by reducing availability, restricting access and increasing resilience. 
 
We promote safe and appropriate practice through establishing clear and robust acceptable use 
guidelines. This is achieved through balancing protection against potential misuse with the recognition 
that mobile phones are effective communication tools - which in turn can contribute to safeguarding 
practice and protection. 

 
2.9.1 The school rules for the use of mobile phones states: 

 
If a student brings their phone into school, we insist that the device is switched off and concealed 
safely in their bag whilst in the school grounds and buildings. Headphones must not be worn or be 
visible on the school site. Under no circumstances may mobile phones be used at break or lunchtimes, 
in the school building. If mobile phones/headphones are seen in school, staff will confiscate them 
from students to be collected at the end of the school day (main reception). Students who persistently 
fail to comply with this rule will receive further sanctions. 

It is recognised that it is the enhanced functions of many mobile phones that cause the most concern, 
and which are most susceptible to misuse. Misuse includes the taking and distribution of indecent 
images, exploitation and bullying. It is also recognised that mobile phones can cause an unnecessary 
distraction during the working day and can be intrusive when used in the company of others. When 
mobiles phones are misused it can impact on an individual’s dignity, privacy and right to 
confidentiality. Such concerns are not exclusive to children and young people; hence there is a duty 
to protect the needs and vulnerabilities of all. 

 
Mobile safety is promoted through PSE, assemblies and ICT lessons. 

 
2.9.2 Staff Use of Personal Devices and Mobile Phones 

Members of staff will ensure that use of personal phones and devices takes place in accordance with 
the law, as well as, relevant policy and procedures, such as: Data Protection, Safeguarding and Child 
Protection Policy for Managing Allegations against Staff. 
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Staff will be advised to: 

 Keep mobile phones and personal devices in a safe and secure place during lesson time 

 Keep mobile phones and personal devices switched off or switched to ‘silent’ mode during 
lesson times 

 Ensure that Bluetooth or other forms of communication (such as ‘airdrop’) are hidden or 
disabled during lesson times 

 Not use personal devices during teaching periods, unless permission has been given by 
the Headteacher, such as in emergency circumstances 

 Ensure that any content brought onto site via mobile phones and personal devices are 
compatible with their professional role and expectations 

 
Members of staff are not permitted to use their own personal phones or devices for contacting pupils or 
parents/carers. Any pre-existing relationships, which could undermine this, will be discussed with the DSP. 
 
Staff will not use personal devices: 

 to take photos or videos of pupils unless permission has been given by the Headteacher, and 
will only use work-provided equipment for this purpose 

 directly with pupils and will only use work-provided equipment during lessons/educational 
activities 

 
If a member of staff breaches our policy, action will be taken in line with our code of conduct/staff 
behaviour policy. 

 
If a member of staff is thought to have illegal content saved or stored on a mobile phone or personal 
device or have committed a criminal offence, the police will be contacted. 
 
2.10 Protecting personal data 
This policy is intended to ensure that personal information is dealt with correctly and securely and in 
accordance with GDPR 2018, and other related legislation. It will apply to information regardless of 
the way it is collected, used, recorded, stored and destroyed, and irrespective of whether it is held in 
paper files or electronically. For further information please see the School Privacy notice and 
associated Policy. 

 
All staff involved with the collection, processing and disclosure of personal data will be aware of their 
duties and responsibilities by adhering to these guidelines. 

 
In order to comply with statutory legislation and to support and enhance your child’s education and 
wellbeing we share your child’s personal information with a number of establishments, organisations 
and third party companies. Everyone we share your data with has a data sharing agreement in place 
with the school; this ensures your data is safe and secure whilst in their possession and will only be 
used for the purposes in which they are engaged. Please visit the school website for further 
information. 
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3 Policy Decisions 

 

3.1 Authorising Internet access 

 All staff must read and sign the ‘Staff Code of Conduct for ICT’ before using any school ICT 
resource. This will be signed as part of the school’s new starter process and the form will be 
provided and stored securely by the Network Manager. 

 The school will maintain a current record of all staff and pupils who are granted access to 
school ICT systems. 

 All pupils will complete the school’s “Pupil acceptable use of ICT and E-Safety Rules” online 

consent form. 

 Any person not directly employed by the school will be asked to complete the ‘Visitors 
acceptable use of school ICT resources’ online form before being allowed to access the 
Internet from the school site. 

 

3.2 Assessing risks 

 

 The school will take all reasonable precautions to prevent access to inappropriate material. 
However, due to the international scale and linked nature of Internet content, it is not possible 
to guarantee that unsuitable material will never appear on a computer connected to the school 
network. Neither Ysgol Y Grango nor WCBC can accept liability for any material accessed, or 
any consequences of Internet access. 

 The school will audit ICT use to establish if the e-safety policy is adequate and that the 
implementation of the e-safety policy is appropriate and effective. 

 The use of computer systems without permission or for inappropriate purposes could 
constitute a criminal offence under the Computer Misuse Act 1990. 

 If there is a suggestion that a child is at risk of abuse or significant harm, the matter will be 
dealt with under the School's Safeguarding Policy and Child Protection Procedures (available 
on the School website). Such risks may include, but are not limited to, inappropriate contacts 
and non-contact sexual abuse, online child sexual exploitation, contact with violent extremists 
or children accessing websites advocating extreme or dangerous behaviours. 

 If staff or pupils discover unsuitable sites then the URL, time, date and content must be 
reported to the IT Faculty or any member of SLT. Any material found by members of the school 
community that is believed to be unlawful will be reported to the appropriate agencies via the 
IT Network Manager or a member of the Management/Leadership Team. Regular checks will 
take place to ensure that filtering services and e-safety processes are in place, functional and 
affective. The responsibility for these reports and checks falls to the IT Network Manager and 
Designated Safeguarding Person, however the responsibility may be delegated to others 
within those teams. Reports are produced monthly by the IT Team and given to the 
Designated Safeguarding Leads (DSP) . 
 

 
3.3 Handling e-safety complaints 

 Complaints of Internet misuse will be dealt with by a senior member of staff. 

 Any complaint about staff misuse will be referred to the Headteacher. 

 Pupils and parents will be informed of the complaints procedure (see Complaints Policy). 

 Pupils and parents will be informed of consequences for pupils misusing the Internet. 

 Complaints of a child protection nature will be dealt with in accordance with school child 
protection procedures. 

 Discussions will be held with the Police School Liaison Officer to establish procedures for 
handling potentially illegal issues. 

 
3.4 Community use of the Internet 

 The school will liaise with local organisations to establish a common approach to e-safety. 
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4. Communicating e-Safety 

 

4.1 Introducing the e-safety policy to pupils 

 e-Safety rules will be posted in all rooms where computers are used. 

 Pupils will be informed that network and Internet use will be monitored. 

 A programme of training in e-Safety will be developed, including guidance from CEOP, WISE 
Kids and Becta. 

 A programme delivered to all year groups when focussing on ‘Safer Internet Day’. 

 Using support, such as external visitors, where appropriate, to complement and support our internal 
e-Safety education approaches.  

 
4.2 Staff and the e-Safety Policy 

 All staff will be given the School e-Safety Policy and its importance explained. 

 Staff will be informed that network and Internet traffic can be monitored and traced to the 
individual user. 

 Staff that manage filtering systems or monitor ICT use will be supervised by senior 
management and work to clear procedures for reporting issues. 

 Staff should understand that phone or online communications, including use of social 
networking sites, with pupils can occasionally lead to misunderstandings or even malicious 
accusations. Staff must take care always to maintain a professional relationship. 

 
4.3 Enlisting parents’ and carers’ support 

 Parents’ and carers’ attention will be drawn to the School e-Safety Policy in newsletters, the 
school prospectus and on the school Web site. 

 The school will maintain a list of e-safety resources for parents/carers. 

 
4.4 Parental Consent 

Once admission has been agreed to Ysgol Y Grango, all parents/carers will be requested to 
complete an online consent form that asks for parental consent to/for: 

 Committing to working with the school to ensure that the e-safety rules have been understood 
and agreed. 

 Consent for internet access. 

 Consent for the transferring and processing of data via Hwb. 

 Consent for Web publication of work and photographs. 

 Consent for routine off site visits. 

 Consent for the sharing of data through third party agreements (as per Appendix  of the 
school’s Fair Processing Privacy Notice). 

 Specific consent for use of the school’s biometric cashless system. 

 
This parental consent when received, is recorded on the student’s school record. 

 

e-Safety Rules for students 

These rules apply at all times, in and out of school hours whilst using school equipment and accessing 
school’s Information Systems. 

 
Internet, e-mail and access to google classroom will be provided for you to carry out research, 
communicate with others and access your learning resources on the understanding that you agree to 
follow these rules. At all times you should use e-Learning resources in an appropriate and responsible 
manner. 

 
You should: 

• Be aware that your actions on the Internet, when using e-mail and in Google classroom can 
be seen and monitored. 
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• Always keep your username and password private and secure. If you feel someone may know 
your password ask your teacher or ICT technician to help you change it. 

• Be aware that information on an Internet web site may be inaccurate or biased. Try to verify 
the information through other sources before using it. 

• Take care not to reveal personal information through email, personal publishing, blogs, social 
media or messaging. 

• Never arrange to meet strangers who you have met through the Web or e-mail; anyone can 
pretend to be someone else. 

• Treat others as they would expect to be treated and write messages carefully and politely, 
particularly as email could be forwarded to unintended readers. 

• Always tell your teacher or another adult if you ever see, hear or read anything which makes 
you feel uncomfortable while using the Internet, e-mail or Google classroom. 

• Respect copyright and intellectual property rights. You cannot use the words or pictures that 
you see on an Internet site without permission or giving credit to the person that produced the 
information originally. You must not copy text or pictures from the Internet and hand it in to 
your teacher as your own work. 

• Check with a teacher before: downloading files; completing questionnaires or subscriptions 
forms; opening e-mail attachments. 

 
You should not: 

• Send, access, store or display offensive messages or pictures. 
• Use any chat or social networking forums 
• Connect an external device like a USB drive, phone or any other removable media to a 

computer. A teacher, ICT technician or network manager will assist if you have work that 
needs to be transferred. 

• Use or send bad, threatening or annoying language nor use any language which might incite 
hatred against any individual or ethnic and religious group. 

• Access any other user’s files, e-mail, Hwb account or personal web space without their express 
permission. 

 
Please note: 

• The use of the Ysgol Y Grango network must be in support of education and research 
and consistent with the educational objectives of the school. 

• It is a criminal offence to use a computer or network for a purpose not permitted by the school. 
• The use of the Internet is a privilege, not a right and inappropriate use will result in the loss of 

this privilege. 
• A log of all Internet access and activity is monitored by the school. 
• If an Internet resource could be construed to be of a questionable nature, the 

burden of responsibility lies with the pupil to check with a member of staff that the resource 
is suitable. 

• The school may deny access to the Internet if a pupil is found abusing privileges. 
• Vandalism will result in cancellation of privileges and the appropriate school sanction. 
• The school monitors the use of its computer systems, including access to web-sites, the 

interception of e-mail. Inappropriate materials will be deleted where it believes unauthorised 
use of the school’s computer system has taken place or if it has been used to store 
unauthorised or unlawful text, imagery or sound.
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Acceptable Use document for use of Hwb 

 Remember, anything you do on Hwb should have an educational purpose. You should not regard 
any of your activity as private or confidential. 

 Be a positive role model in how you use digital technologies including Hwb. 

 Keep your username and password safe. You are responsible for anything that happens under 
your account. 

 Report to your Hwb administrator if you suspect that your username and password have been 
compromised. 

 If you share external links within Hwb then you deem that the content of the external website is 
age appropriate and has an educational purpose, e.g. YouTube. 

 You may not access, distribute or place material on Hwb that is in breach of the statutory rights of 
copyright owners. 

 Protect the school community by reporting anything you see that might cause upset or harm to 
yourself, other teachers or learners in the school. You are expected to demonstrate a professional 
approach and respect for learners and their families and for colleagues and the school while online. 

 Creation or transmission of any offensive, obscene or indecent images, data or other material is 
prohibited. Content relating to or supporting illegal activities may be reported to the authorities. 

 Personal use of your mailbox and cloud storage is to be avoided. E-mails may be monitored. 

 Comply with the terms and conditions for use of Hwb. 

 Always keep another local copy of your essential work that you store on the cloud. 

 
Note: Unacceptable use (as highlighted but not limited to that above) may result in action being taken. 
 

Please note: 

 The use of the Ysgol Y Grango network must be in support of education and research and 
consistent with the educational objectives of the school. 

 It is a criminal offence to use a computer or network for a purpose not permitted by the school. 

 The use of the Internet is a privilege, not a right and inappropriate use will result in the loss of 
this privilege. 

 A log of all Internet access and activity is monitored by the school. 

 If an Internet resource could be construed to be of a questionable nature, the burden of responsibility 
lies with the pupil to check with a member of staff that the resource is suitable. 

 The school may deny access to the Internet if a pupil is found abusing privileges. 

 Vandalism will result in cancellation of privileges and the appropriate school sanction. 

 The school monitors the use of its computer systems, including access to web-sites, the interception 
of e-mail. Inappropriate materials will be deleted where it believes unauthorised use of the school’s 
computer system has taken place or if it has been used to store unauthorised or unlawful text, 
imagery or sound. 

 
 

 


